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«MeTo/HKa OpraHH3aIMH NPOEKTHOI TS TeIbHOCTH y4aluxcsl 1o HANPABJIEHHIO
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[lensa, 2019r.



HononuutensHas npodeccronansHas NporpamMma TMOBBIUCHHS KBatubukamuu «MeToauka
OPTaHA3ALMH IIPOCKTHOH NEATENBHOCTH YYaLIUXCs MO HAMpaBIeHHIO «3amuTa uHbOpMamuu oT
BHYIPEHHHX W BHELIHHX Yrpo3 ¢ yd4eToM cTaHmapra Bopmackumic o KOMIETEeHIIHH
«KopnoparusHas 3ammura ot BHYTPEHHHX YTPO3 HHOOPMAIIHOHHO Ge30MacHOCTHY » pa3zpaboTana
C y4eTOM TpeGoBaHHii:

- (enepanrHOrOo  rocymapcTBeHHOro 00pa3oBaTenbHOrO  craHmapTa CpeliHero
npodeccHoHaNLHOro o6pasosanus (OIOC CIIO) no cneumansroctn 10.02.05 OBeceyenie
uH}popMaHoHHOI Ge3omacHocTH ABTOMATH3HPOBAHHBIX CHCTEM), KBamu(ukannu «TeXHHK 1o
3amiuTe HHGOpMaLHU Y,

- CraHaapTta Bopnackumic no kommeTedimu «Koproparusrast samura oT BHyTpenHmx yrpo3
HH()OPMALHOHHOM 6e30MacHOCTHY:

- NPO(GECCHOHANLHOIO CTaHAapTa «Koncynerant B ofnmactu passurus uHpPOBOil rpaMOTHOCTH
HaceneHus (uuppoBoit Kypatop)»;

- CTaHzapta Bopnackumic no xommereniuu «Koproparusras samura ot BHyTpenuux yrpo3
HH(pOPMaIHOHHOI Ge30macHOCTHY

Opranmsamus — paspaborunk: TAIIOY [1O «Ilenzenckuii xommemx HHOOPMALMOHHEIX 1
POMBILIICHHBIX TexHomorui (M T-komne sk )»

Pazpaborunku p

/ Casonosa A.IO. npenogasarens TATIOV T10 [TKUIIT

z
Iyspenxos A.H., npenogasatens [ATIOY I10 [IKWUIIT

Hononuurenshas npodeccronanbuas [porpaMma MOBbINICHHS KBaMudukanun  «MeToauka
OpraHH3aluy MPOEKTHOH AEATENBHOCTH YUAIuXCs 110 HamnpaeneHuo «3almra HHGOpMAaIHH OT
BHYIPCHHUX W BHEWIHHX YIPO3 C y4eToM CTaHAApTa Bopaackumic mo kxommerenmuu
«Kopnoparusnas 3ammrta or BHYTPEHHHX YIP03 HH(DOPMAIHOHHOH Ge30MacHOCTH » onobpeHa
MIIKnpodeccrnonansnbx aucmumnms no YI'C 10.00.00 MudopmannonHas 6e3omacHocTs
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L OBUIASI XAPAKTEPUCTHKA IIPOTPAMMBI

1.1. TloacHuTeNLHAS 3amTHCKA

[Iporpamma moBeimenus KBamnukamun «MetomuKka opranusarmm [IPOCKTHOH JNeATeIbHOCTH
YHAUUXCA 10 HANpPABICHHIO «3aluTa MHGOPMALHM OT BHYTPCHHHX M BHCLIHHX YIPO3 C y4eTOM
CTanfapra Bopaackwiic mo  kommerenmmu «Kopnoparupnas 3ammra ot BHYTPEHHHX Yrpo3s
HHOPMALHOHHOH Ge30nacHOCTI » paspabotana Ha ocHoBe DenepannHOro roCyJapCTBEHHOIO
obpasoBarenpHOro  cTaHmapra (PI'OC), wumeer «manpasneHHOCTS (mpoduns) o6paszoBanus -
OPHEHTHPOBAHHBIH HAa KOHKPETHBIC BH/IBI JA€STENbHOCTH, OIIpPEACIAIOLHE €€ [IPeIMETHO-TEMATHYECKOe
COZepIKaHue, MNpeodnajaroniie BUIbI y4eGHOI ACATENBHOCTH o0yuaromerocs u TpeGoBamus K
PE3YJIbTaTaM OCBOEHHs 00pa30BATeIBLHOI IPOrpaMMBD» (Penepanbuslii 3axoH Poccmiickoi Denepanun
«OG6 obpaszoBanuu B PD» (ot 29.12. 12r Ne273-D3))

Ileas nporpammer: J{ononuurensuas NPO(ECCHOHAIBHAS MPOrPaMMa TTOBBIIIEHHS KBaIM(pUKALHH
HANpaBIICHA HA COBEPUICHCTBOBAHHE M (WJIM) MOSyYeHHE HOBOIL KOMIICTeHIIHH, HEOOXOOuMOil mis
MPO(ECCHOHANBHON  [eATebHOCTH, I (M) NOBEINEHHE NPODHECCHOHATBHOrO YPOBHS B pamkax
HMEIOLelcsS KBanu(puKanuu, ¢ ygertom cnenuduKanMu crangapra Boprickumie mo KOMIIETCHIMH
«Kopnoparusuas 3amura or BHYTPEHHHUX yrpo3 ungopmaumonnoii Gezonacnoctny, H3yUCHHE
AOTOTHHTEIBHEIX BOTIPOCOB, CBS3aHHBIX C HCIOIb30BAHHEM NPAaBOBBIX M NPOTrPAMMHEIX CPENCTB IJIst
PEHICHHS NPUKITaTHBIX 337184 HHQOPMALHOHHOI Ge3omacHocTH, COBEPLICHCTBOBAHIE 3HAHUH H yMEHHIA
obyyaromuxces B cepe HH(OPMAITHOHHOMN Ge30MacHOCTH:,

1.2. ITnanupyemere pe3yJabTaThbl 0Gyuenus
1.2.1. B pesynbTaTe ocBoeHus IPOTrpaMMBbI MOBBIIEHHS KBann(ukanun «MeToamka OpraHu3aluu

MPOEKTHON OEATENBHOCTH YYalIuxcs 110 HalpaBleHHIo «3amuTa HHPOPMALHH OT BHYTPEHHHX H
BHEUIHHX YIPO3» CIyLIATENb JJOKEH 3HATE:

— IlpaBoBbie 0CHOBBI 3amHTHI uabGopManmu

— OpraHu3anuoHHbIe OCHOBBI 3aIHTEL UHGOpMaIH

— Du3nYecKkue OCHOBBI 3AIHUTEI HHpOpManuy

— OCHOBHBIE KAHAJIBI yTeUeK JAHHDIX

— Hcropuio 1 ocHOBEI KpHUITorpahuu

— HcTopuro u ocHOBEI cTeraHorpaduu

— Buaer ceteBsIx arax u sammury
1.2.2. B pesynbrare ocBoeHHS [pOrpaMMBbI NOBBILICHHS KBanu(uKkamy MeToanka OpraHu3aiuu

[IPOEKTHOM JesITeILHOCTH YHamuxcsd 1o HanpaBJ/IeHHIO «331111‘11"3 llHll)OpMaIlHll OT BHYTPCHHHX

1 BHCITHUX YTPO3» CIIyLIATe b JOKEH YMETh:
- YCTaHOBUTH CHCTEMBI BUPTYaTH3AIHH;
- HACTPOHTE POrpaMMbI BUPTYATTH3AIAH 110 HeOOXOMHMbIC TpeboBaHHus;
- YeTaHaBmHBaTh ceppepHble OC cemeiictea Windiws;
- YCTaHaBauBaTk ceprepuble OC cemeifcTna linux;

- IPOM3BECTH HACTPOHKY cepeepubix OC cemetictra Windows:



- IIPOM3BECTH HACTPOHKY cepBepHbx OC cemetictra linux;

- IPOM3BECTH YCTAHOBKY cHCTeMBI DLP:

- HACTPOHUTHL NOJIUTHKH 663OHaCHDCTI/I pa60T51 B CCTH;

- HACTPOMTE MOJUTHKH OS30MACHOCTH PabOThI ¢ DH3MUYECKHMHI yCTpolicTBaMu;

- KOHTPOJIb M10JIB30BaTeell;

= BBUIBJIATH H pacclieIoBaTh HHIHIOCHTEI PIH(I)OpMaL[HOHHOﬁ 6830H8CHOCTH.

1.3. Tpynoemkocts obyuenns: 67 uaca

1.4. ®opma obyuenns:
1.5. Pe:xum 3ansaTuii

OY9HO-3a04Hasd

—
1 Henens

2 Henens

3 Henens

4 Henemns

5 Hexens

6 Henens

7 Hepens

8 Hemens

8 yacor

8 yacor

8 uacos

8 yacor

8 yacos

9 yacor

9 yacor

9 yacos




II. COAEPKAHUE ITPOT'PAMMBI

2.1. Pabounii yueGublii mian
MunucrepeTBo o6pasoranus INensenckoif obnactu
l'ocynapctBennoe aBronomnoe npoecCHOHANBHOE 06pPa30BaTeTbHOE yupexaeHnue
ITensenckoii o6mactu
«IleH3eHckuii xomremK HH(OPMAIHOHHBIX H HPOMBILIICHHBIX TeXxHOMorui (M T-kommem )y
(IATIOY TIO TIKHUIIT)

P IIAIO
£ ektop ARIOY 10 [KUIIT
J-A \ w8 A H. ®erncos

sinwy

I bedreeS fd 2019

PABOUYNI YUEBHBIN TIIAH
HononanurensHoii npodeccronatbhoii npoﬁaMMbl MOBBLIMEHHA KBATHPHKAHH
«MeTtoauka opranmaunuu NPOEeKTHO aeﬂreﬂbﬂocmqamnxca

anpasiieHnio «3amura
HH(OPMAIIHH OT BHYTPEHHHX H BHEIHHX yrpos c y4q a”aapra Bopaackunaie mo

KomnereHunu «Kopnoparusnas 3amura ot BHYTPEHHHX Yrpo3 HH)OpMAIHOHHOIT
OesonmacHoCTH»»
Kareropust caymareeii TPEHONABATe CTOPOHHHX 00pa3oBaTebHBIX OpraHH3aIHii, HMEIOLIHE
CpeaHee npodecCHOHANLHOE HITH BBICIIee obpazoBanue
TpynoemkocTs 06yuenus (Bcero) 62 yaca
Cpok ofyuenns 2 mecsna
Dopma 06yueHHs 0UHO-320UHAs

HaumenoBanue Dopmbl Yuebuas narpyska caymareis, gac.
Y4eOHBbIX arrecTanHn
JHCHHILIHH - = = g Obs3aTenbnas
5| . E g 2 E EBcem B TOM YHC/Ie
£ 2 = § E: Et TeopeTH4yeckoe | 1abopaTopHble
2 & | B & P S g oby4eHue H
™ S % = Z 9 ANCTAHUHOHHO | NPAKTHYECKHE
= | 2 E|O:Z
3AHATHS
OzHakomuieHHe c
WSI 1 Bopnackumne
Poccus.  Crampaprer
Bopnackumnc 15§
crenupUKaLHs
CTaHJapTOB
Bopnackumnne 1o
KOMIETEHIHH 12 4 8 8
«KopropartupHas
3alMTa oT
BHYTPCHHHMX  yrpo3
HH(POPMAITHOHHOI
Oe3onmacHoCTHY.
Paznenmr
criennQpUKaIuu
2. | IlpaBoBbIe "
OpraHu3alUOHHEIE 6 ) 4 ) 5
OCHOBEI 3alHTEI
HH(opMaIun




3ammra KaHalloB
CBA3H

12

Kpunrorpapuueckue
METO/TEI 3aUIUTHI
UHpopMaIuH

Creranorpadpuuecku
€ METOHBl 3aIlHTHI
uHpopMaLHH

15

10

BuAOEr! ceTeBRIX aTak

Meroauka
OpraHM3anuu
MIPOEKTHOIT
JEATENBHOCTH
obyyaronmxcs

Hrororas
ATTeCTAIlHA

Hroro

67

21

-4

22 24

CoranacoBano

IIpencenarens UKIOBOH METOMYECKON KOMHCCHH

3aMeCTHTeNb UpeKTOpa 1o PaboTe ¢ COMHATbHEIMH napTHepamMu

5z "% Unctsakosa H.B.

( moanuce)

(;’Z/ Cazonoga A.10O,

// (nonmnuce)




2.2. TucuunanuapHoe coaep:KaHHeE NPOrpaMMal

«MeToHKa OPraHM3aAUMM IPOEKTHOM eI TelLHOCTH YYJammuxcs 10 HanpasJaeHnIo «3amura
HH(OPMAIHK 0T BHYTPEHHHX H BHENTHUX Yrpos ¢ yuerom crangapra Bopagckuniic mo
KomneTenunn «Koprnoparusuas 3ammura ot BHYTPEHHHX YIPo3 HH()OPMALHOHH 0l
0ezomacHoCTHH»

2.2.1. TemaTu4eckuii mian y4eOHOH THCHHIIHHBI

«MeToaHKa OPraHU3aAMH IPOEKTHOI

ACATEILHOCTH YYALIHXCH 110 HANPABJIEHHIO «3amuTa HHOOPMAINH OT BHYTPEHHHX H
BHEIIHHX yrpo3 ¢ y4eToM cTanaapTa Bopaackniuie mo kommerenmmu «Kopnopatusnas
3aIHTA 0T BHYTPEHHHX YIpo3 HHGOPMALHOHHOI 6€30IaCHOCTH

HamnmeHnoBanue TeMpl

Koanuecrno HacoB, B TOM 4HCe

Maxkcuman
bHAfA
yueOHas
HATPY3Ka
CJIyIATe I
, uac.

AyIMTOpHBIE 3aHATHS

Teopernuec

KHe 3aHATHS

AHCTAHLHOH
HO

IlpakTiuec
KHe
3AHATHS

JlaGoparop
HbIE¢
3AHSITHS

Camocto
ATeJNbHASA
AJHCTAHIH

OHHAHA
paboTa

2

3

4

Osnakomienne ¢ WSI u
Bopagexkunaie Pocensi. Crangaprsi
Bopaacknmne n cnennduxanus
cTanaapTos Bopnackuaie no
KomnereHuuH «Kopnoparusnasn
3aIHTa OT BHYTPEHHHX yIPo3
HH(pOpMaHOHHOI Ge3onacHOCTHY.
Pasnens! cienudukannn

12

Hctopus, coBpemennoe coctosnue u
nepcnekTuBel guxkenns WorldSkills
International (WSI) u Bopanckumic
Poccust («Monoapie npodecCHOHANIBDY)
KaK HHCTPYMEHTA Pa3sBUTHS
IPO(eCCHOHANBHBIX COOOIIECTB H
CHCTEeM MOAIOTOBKH KaJIpoB

AKTyalbHO® TeXHHIECKOE OITHCAHHE 110
KommeTeHunH. Crienuduxanus
cTanjapra Bopnackumic no
KomneTreHuuu «Kopmoparupnas
3aIMTA 0T BHYTPEHHHX YIPO3
HHpOPMALHOHHOIT Ge30nacHoCTH

[IpasoBbie 1 opranm3aunoHnbIe
OCHOBBI 3aIIHTBLI HHpOpMALHH

[IpaBoBkle OCHOBEI 3AIUTEI
HHDOpMaIHH

9]

OpranusanuoHHble 0 QH3HYECKHE
OCHOBBI 3aIIUTHI HHPOPMALIUH

('S ]

3amuTa KaHanoB cB3H

12

OcHOBHEIE KaHaJIbI YTe4YE€K JaHHBIX

'S




AKYCTHYECKHE KaHATB] YTeUeK JaHHbIX

w
[}
—

Bubpoaxycruyeckue kananer yreuex
JaHHBIX

LS
8]
—

DJIeKTPOMArHUTHBIE KAHAIbI yTedeK 3
JAHHBIX

3]
g

Kpunrorpaguueckne meroas: 9 4 2 0 3
3aHUTHI HHpOpMaHH

Hctopus kpunrorpadum 3 2 1

CoBpemennas KpHIITOTpadust 3 2 1

Xommu 3 2

—_

Creranorpaguyeckue meroanl 15 2 8 0
3aIHThI HH(pOpMaLHH

9]

Hcropus creranorpadun

[9%]
o
—

DIeKTPOHHas cTeranorpadus

(OS]
(RO B oS
—

Lndposas creranorpadus

IlecTHaAIATHPHYHBIA KO

—_—

ATaky Ha CTEroCHCTEMBI

Buael cereBbix aTak

OcHOBHBIE BHABI CETEBEIX aTak

| B[ W v w

NN o
(==

B | = -t | =

Meroauka opranusanmm npoexTHoi
AeSITeIbHOCTH 00YYaAIINXCs

Ienarornyeckue ocHOBEI [IPOEKTHOH U 6 2 2
HCCIEIOBATENLCKOH NeATeNbHOCTH
yqamuxes. Oco6eHHOCTH OpraHu3aiu
MPOEKTHON AEATENbHOCTH YUALIHXCS.
Opranusanus neclnenoBaTe IbCKOI
ACATENBHOCTH y4amuxcs. Opranu3anus
IIPOEKTHO-HCCICI0BATENLCKOT
ACATENLHOCTH ¢ HCmob3oBanuem UKT,

3ayeTnas pabora 2 2

Hroro 67 22 24 0 21

2.2.2. PaGouas nporpamma yueGnoii JHCUHITHHBI
«MeTo/1HKa OPranu3aAINN NPOEKTHOM XeSTe LHOCTI YYaluxcst Mo HANPaBJIeHHI0 «3amuTa
HHPOPMAIMH 0T BHYTPEHHHX H BHEITHHX YIpo3s ¢ yqerom cranaapra Bopaackniie mo
KomneTeHnHu «Kopnoparusnas 3amura or BHYTPEHHHUX YIpo3 HH(popMaLHOHHOI
De3onmacHoCTH»»

Paspen 1 Yerpoiicro KOMNbIOTEpA
Tema 1.1. Osnakomaenne ¢ WSI u Bopaackniaae Pocens. Cranpaprer Bopanckmiuie u

cnemupuKauns crangapros Bopazekmwmic mo Komnerenunn «Kopnopatusnas zammra or
BHYTPEHHUX Yrpo3 HHpopManuonHoii 6ezonacnoctiy. Pasaens cneuHpuKanun




Osnakomienne ¢ WSI u Bopnacxkunne Pocens. Crangaptel Bopnackumic u crenupuKanms
CTaHaapToB Bopnackwmic nmo xommereHmmu «Kopnoparuenas sammurta or BHYTPEHHUX yIpo3
HHQOPMaUHOHHOI Ge3onacHocTHy. Paznens CHenHpHUKALHH.

Mpakrayeckoe 3ausTne Nol O3naxomiienue ¢ WSI u Bopanekunice Poceus
Osnaxomiienne ¢ WSI u Bopaackumic Poccus,

Tema 1.2. Hcropns, COBPEMEHHOC COCTOSIHHE H NEPCIEKTHBBI BHKEHHS WorldSkills
International (WSI) u Bopuncknmie Pocens («Mostogpie npodeccnonann») Kak HHCTPYMeHTA
PA3BHTHS OPOeCcCHOHANLHBIX CO0BIIECTB H CHCTEM MOArOTOBKH KaJpoB
Hctopns, coBpemenHoe cocTosume u nepenextusel ABWKenus WorldSkills International (WSI) u
Bopanexunne  Pocems  («Momnompie npodeccHOHaNEl»)  Kak HHCTPYMEHTA  PasBHTHS
NPO(ECCHOHANBHBIX COOBIIECTB U CHCTEM NIOJrOTOBKH KaJIpOB.

IIpakTH4eckoe 3ansTie No2 Ucropusi, coBpemennoe cocTosinme u NePCNeKTHBbI ABHIKCHUS
WorldSkills International (WSI)

Hctopus, coBpeMmenHoe cocTosame u HnepenekTuBel aBwkeHus WorldSkills International (WSI) u
Bopnackumie  Poceus  («Momonsie npodeccHoHanmbl»)  Kak HHCTPYMEHTA  Pa3sBHTHA
MPO(ECCHORATEHBIX COOBIIECTR H CHCTEM MO OTORKH KaJIpoB.

Tema 1.3. Axkrtyaabnoe Texmmueckoe onucanue mo kommerenunmn. Crenuduranus
crangapra Bopagckniaie no xommneTenumnn «Kopnopatusnas zamura or BHYTPEHHHX YIpo3
HH(OPMANHOHHOH 6e30MmacHoCTHY

AKTyalbHOE TEXHHYECKOE OIHCAHHE 110 KommeTeHnuu «Koprnoparusraas sammra ot BHYTPEHHHUX
Yrpo3 unpopMannonHoii 6e3omacHocTy

IIpakTHueckoe 3amsrme No3 AKTya/IbHO® TeXHHYECKOE ONHCAHHE o KOMIIeTeHIHH,
Cnemnduxauns cramaapra Bopaacknane mo xommerenmun «Kopnoparusnast 3ammra ot
BHYTPEHHHX yrpo3 HH(GOpMAHONHOIT 6e30macH0CTHY
AKTyanbHOE TeXHHYECKOE OMHCAHHE 110 Komnerenuun. Criennpuxaius cranmapra Bopnackumnic no
KomneTeHunH «KoprnopatupHast 3amuTa ot BHYTPEHHHX YTrpo3 HH(QOPMAIHOHHOH Ge30MacHOCTHY

Tema 1.4. lIpaBoBbie u OPraHH3ALUIOHHBIE 0CHOBLI 3AIMTHI HHGOPMAUHH
3aKOHbI, peryIupyroLe 3ammuTy uHpopmanun. Oprasusalus 3anmTh u"popmannu
IlpakTnueckoe 3amatue Nod ITpaBoBble u  opraHmzanmoHHLIE OCHOBBI  3AIMHTHLI
HHpOpPMALHHI

[Touck 3akoHOB Mo 3ammre unpopmauuu. PaspaGotka opranmsanmonubix HOpM IIO 3aluTe
uH(opmalumn

Tema 1.5. TIpaBoBbie 0cHOBBI 3aHTHI HHpoOpMAaHH
IIpakTuyeckoe 3ansaTe Ne5 IIpaBoBbIie 0cHOBBI 3aMUUTHI HHpopManun
XapaKTepHbIe 0COGEHHOCTH TIPABOBBIX OCHOR 3alIMTEI HH(OPMALIHH.

Tema 1.6. Opranmsaunonusie n ¢u3HYecKHEe 0CHOBBI 3aMIHTDHI HHpopmanu.

IIpakTHyeckoe s3amstHe Nog Opranmzaumonnsre u usndeckime ocHOBBI 3aMUTHI
HHpOpMALHH.

XapaKTepHCTHKH OPraHW3allMOHHBIX H (13113HLI€CKHX OCHOB 3alIUTkI HH(})OPMHHHH.

Tema 1.7. 3amuTa kananoB cBa3H



Tune! kananos ces3u. OCHOBEI 3alIUThl KAHAIIOB CBA3H
IMpakTuueckoe 3anaTue Ne7 3amura kanaios CBH3H
KoncTpykTuBHEIE 0COGEHHOCTH 3aIIHUTH] KAHATIOB CBS3H.

Tema 1.8. OcHoBHBIE KaHAJIBI yTeuek TaHHBIX.
OcHOBHBIC  KaHaIIBI YT€HCK  INaHHBIX.  AKYCTHYECKHe  KaHAJBI YT€YEK  IaHHBIX.
Bubpoakycruueckue kanamsl yreuek naHHbLx. DNEKTPOMATHUTHBIE KAHAII yT€UEK JIaHHEIX.
IIpakTHueckoe 3ausiTHe Ne8 OcHoBHbIe KaHAJIbI YTe€4YeK JaHHbIX.
KoHCTpyKTHBHBIE 0CO6EHHOCTH OCHOBHBIX KAHAIOR yTEUYeK NaHHBIX.

Pazgen 2 Cniocobn1 Gesomacuoii nepexayu undopmanun
Tema 2.1. Kpuntorpaduueckne MeToan: 32U TBI HHGOpMaHI

IIpakTHYeckoe 3ansaTHE No9 Kpunrorpadguueckne meroan 3ammnro: HHpOpMAaLIHH,
Metons! mudpoBanus ganHeIX.

Tema 2.2. Meropus kpunrorpadgumn.
IIpakTHyeckoe 3ansTie Nol( Hcropus kpunrorpadmm.
Ucropus 6e3omachbix crioco6os nepeaayu HHQOPMALIHH,

Tema 2.3. CoBpemennasn Kpunrorpadus.

IlpakTuueckoe samarne Nell PaGora c HUPOTPAMMHBIMH CPEJCTBAMH 110 mH(POBAHHIO
JAHHBIX.

Ipunumne! mudposanus u paGoTs! IPOTpaMM 10 IHGPOBAHHIO. Xenu

Paznen 3 Creranorpadus
Tema 3.1. Creranorpagmueckne MeToabI 32 WHTLI HHOpMaHu
Teoputiueckue ocHOBEI creranorpaduu. [Ipuurmn paGoTsr CTEraHOrpahUYECKHX MPOrpaMm

IIpakTHYeckoe 3ansaTHE Nol2 Creranorpagudeckue MeToab1 3aMHTHI HH(popMamHn
OcobGennoctu mpuMeHeHus CTEraHoOrpa(HyecKuX MporpamMm.

Tema 3.2. Hetopus creranorpadgum.
[pakruyeckoe 3ansitie Nel3 Hcropus creranorpadmm.
OcoOeHHOCTH NPHMEHEHHS HCTOPHYECKHUX METO/IOB cTeraHorpaguu.

Tema 3.3. Dnexrponnas u undposas creranorpadus.
IIpakTHyeckoe 3ansaTne Nol4 udpoBsie Boasinble 3HAKH,

OcobennocTn  nmpuMeHeHus LUADPOBEIX  BOAAHBIX  3HAKOB. Iudposas  creranorpadus.
IlectranuaTupuyneLi Koz

Pasnen 4 Bujpr cererbIx aTak
Tema 4.1. Buapl cereBbIx aTak
M3yyeHne 0CHOBHBIX BHIIOB CETEBbIX ATAK
HpaxTiyeckoe 3anaTue Nel5 Buas ceTeBhix atak
VI3y4enne Ha BUPTYANBLHEIX CTEH/IAX COTERBIX ATAK.

Paznen 5 Meroauka opranmsanun NPOEKTHOM JeATeILHOCTH 00y 4afouuxcs



Ilenarornyeckie OCHOBEL IPOEKTHOMN H HCCIIENOBATENBCKON HESTebHOCTH yuamuxcsa. OcobeHHOCTH
OpraHM3alHH MPOCKTHOH AEATENILHOCTH YyaluXcst. OpraHu3alus Hecile10BaTeNbCKOM IeSTeNEHOCTH
yuauuxcs. OpraHu3aius MpOSKTHO-HCCIIEN0BATENECKOM AESTENBHOCTH ¢ HCMONE30BAHHEM HKT.

1. YCJIOBUSI PEAJIU3AIINU [TPOTPAMMBI

3.1. Kaapogoe obecnieuenue obpazoBarebHOro npouecca

TpeGopanns k KBaIMPUKALHH NEIATOrHYECKHX (MHZKEHePHO-TTeJArOrH4eckHx) KaapoB,
odecneynBaIUX 06yueHne no TeOpeTHYeCKOMY 00y4eHHI0: TPETIOIaBaTeNH, HMEIOLINE BhICIIeE
TEXHUYECKOe MPO(eCcCHOHANBEHOe 00pa3oBaHue Mo MPO(HITIO TOITOTOBKH ¢ KBanH(UKaLHel neppoii
U BBICILIEH KaTerOpHH.

TpeGopanus Kk KBAIMPUKAIMH NeJarorHuecKHx KaJpoB, OCYMECTB/SIIOINX PYKOBOACTBO
MPAaKTHKOH: Macrepa NPOH3BOICTBEHHOTO OOYYeHHS U IpenojaBaTelld, HMEIOLIUE BLICIIEe

TEXHUYECKOE MpodeccHonatbHoe 00pazoBaHne Mo MPOMHIIO MOATOTOBKH C KBaIMHKaLUel nepsoi
U BBICUICH KATCrOPHH.

3.2. UndpopmMaumonHO — MeTOAMYECCKHE YCIOBHS peasH3alHu MPOrpaMmBbl

HanmeHoBanue y4eGHOlN AMCLHMIHHDI Ilepeyens auTepatypol, UnTepuer - pecypcoB
Meroauka opraHu3anun npoexTHoii 1. Cekpetsl  mH(OpMawmonnoit  Gesomacuoctu/A.U.
AeATETbHOCTH YUALIHXCS 110 [nankux. - M: Anbnusa [a6mumeps, 2018
HAMPAaBJIEHHI0 «3amuTa 2. https://'www,securitylab.ru/

HH(OPMAIHH 0T BHYTPEHHHX H 3. https://inatack.ru/
BHEWIHHUX YIPO3» 4. hitps://xacker.ru/

3.3. MaTepHaIbHO-TeXHHYEeCKHE YCIOBHSI PeasiH3alim NporpamMmel

IpuBenenne cpenennii 06 yeloBUAX MPOBECHNS KL, nabopaTOPHBIX U IPAKTHUECKHX
3aHATHH, & TAKKE 00 HCTONB3yeMOM 000PYI0BAHNH H HH()OPMALMOHHBIX TeXHOIOIHAX:

HanmeHnoBaHHe cienHaiu3snpoBaHHbIX Bun sansiuii Haumenosanue o6opyaosanns,

ayanTopuii, kabuHeToB, nadopaTopuii nporpaMmHOro odecnedyeHHst

Kabuner xoproparusHOH 3a1uThl Jlexuuu, - paboune MecTa [0 KOJIHYECTRY

HH()OPMALIHH OT BHYTPEHHHX IpaKTUYeCcKue 00ydaromuxcs (B TOM qucie

Yrpo3 HHPOPMaIHOHHOIH 3aHATHUS 000pyIOBaHHBIE);

OesonmacHOCTH - HarJsMHBIE MOCOOHUS, pa3aaToYHbIH
Martepuan;

- BHJIEOTEKa 110 KypCy;

- y4eOnble (HHIBMBI 10 HEKOTOPEIM
paszesiaM JUCIUIIHHEI,

- y4eOHBIE HArTIAMHBIE TO0COOHS;

- IPOEKTOP, T0CKA /IS TIPOEKTOPA.

ObopynoBaHHe H TEXHOTOIHYECKOE
OCHalleHHe PaloYHX MecT:




- HaTypalibHble 00pasiibl,
[IPUMEHSAEMBIH HHCTPYMEHT U

HpHCHOCOﬁHCHHH, TEXHOJIOTHYEeCKad

JOKYMEHTAIHS.

Oano paGouee MecTo F01KHO
COdepKATD:

- IEPCOHATIbHBIH KOMIIBIOTEp H
HOYTOYK, IOAK/TIOYEHHBIH K CeTH
Internet;

- IpOorpaMMHoe obecrieyenue 1yis

NPOBE/ICHUS HEOOXOIUMBIX paboT;

- HabOp NpHHAIIEKHOCTEN 1
PacXOIHBIX MAaTEPHAIIOB.

)

IV. OUEHKA KAYECTBA OCBOEHHS] IMPOI'PAMMBI

4.1. DopM™EBI aTTecTauu; 3a4eT

4.2. OueHo4HbIe MaTepHaIb!
Teopernueckne Bonpocs! k 3auety:
4.2. O1leHOYHBIE MaTePHATHI
Teopernueckue Bompocs! K 3a4eTy:

L

%N s W

2.

10.
11.
12,
13
14.
15,

Konexc atuku WS?
Hctopust nemskenus WS?

IIpaBoBEle 0COGEHHOCTH 3AIMUTEI HHpopmaIu?

3ammTa KaHAIOB CBA3H?

OCHOBHBIE KaHATEI yTeUeK JAHHBIX?
Hctopust kpunrorpadum.

Hro takoe Xam? OcoGeHHOCTH NpUMeHeH s,
Yro Takoe creranorpadms?

Otnuuns creranorpaduu ot KpunTorpadun?

OcobeHHOCTH HenONB30BaHKS 5JIEKTPOHHOI cTeraHorpaduu?

ATaKH Ha CTETOCHCTEMBI?

Yro Takoe mecTHaIUATHPHYHEI Ko7
Buner cerenix arax?

OcobennocTn npoBeaenus kpunToanamiza?
OcobeHHOCTH NpOBeIeHHsT CTeroanai3a?

[IpakTudeckue 3ananus

¥

NO 0O ) U B W

IIpoussecTn 3amury peueroro kanasma ces3m.

. IIpousBectn muppopanue coobimenns mo6um JOCTYITHBIM METOZIOM.

- llpoussectu xpunroanamns coobiens.

. IlponsBectn BHenpenHe coobIeHns B Pa3IHYHbIE (QalIbI-KOHTEHHEPEI.
. Ilpoussectu pyunoe sueapemnne coobmens aiin-koHTeltHep.

. lIpousBectn creroananms.

. 3anucarh cooblLIeHne B LIECTHAIUATHPUYHLI KO pasanyHbIX (aitios.
. BBIIOMHNTE ceTeBble aTaku Ha BHPTYAIBHBIX CTEHIAX.
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